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Electronic Official Personnel Folder

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Logon ID Retrieval
and Password Reset for Current Users

Using the Self-service Feature

To access eOPF, the user requires an eOPF ID and password. If the user has forgotten one
or both of these, the user may obtain new eOPF ID and password by using the eOPF self-
service feature. Using this self-service feature in eOPF, a user does not need to contact the
eOPF Help Desk or the agency’s HR Office for an eOPF ID or password reset.

This Quick Reference document on self-service eOPF ID and password reset consists of
three sections:

Part 1. Request Your eOPF ID
Part 2: Request a New eOPF Password

Part 3: Change Security Questions and Add Custom Questions
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Part 1: Request Your eOPF ID

Step Action Screen Shot

Access your SpeCIfIC agency This is ac official Unked States Government computer system, winich may be accessed and used only for oficis
. Ceremniment businass by suthariznd perioecel. Unsuthanled accss o use of this tomputer sysdem may slfect Woaters
eOPF URL at: to oiming, ovl, and/oe administrative action

httDS . //eo Df n b c.q OV/n as a/ A3 informakion 0 this competor system may be ntercepted, rocended, read, copied, and didosed by and to autherized

parsonesl for ofcial purpeses, inchuding cisinal Ivestigation. Access of use of this competer systam by sty person
whether authorized or ynacthortzed, constRutes consent to these terms

Read the eOPF User Sigeing ints this aulm-.m:wdr.zx yeu have read sed scoupted the Eull T
securs testing ane monitoreg.
1 Agreement page. "

LULg. and veu consant e

Sigrang into this appdcation mdcates vou have read snd pooegted the Privacy Poloy, and vou consant to sacure testing and
monoehg

Click the Accept button.

Sgoang into this apslcation Indoten vou have rend snd scospted the Rules of Bebudor, a8 you consent 1o scure tasting
and menkong,

Welcome to the Natlonal Aeronautics and Spoce Administration (NASA) eOFF
system for use by NASA employees only

From the eOPF Logon screen,
click the Request Your eOPF
ID link.

2 {SuBMIT | CLEAR

From the Request Your eOPF
ID page, enter the

e Last 5 digits of your SSN
e First 4 letters of your last

Reguest Your £0M 1D

Prirproner: Thas Seatate sl pou 10 tegaest pour #0MY (11 M srdier forretinn i B Saltovry) fehis

3 name
e Date of birth (mm/dd/yyyy) SRS
st 4 Mttews ot yowr last mams | IF s Lant aete (s ons thas § Chamactiers, plasse seter your (Ul et e
Click the Submit button. repirars | =
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Action

Screen Shot

The Answer Security
Question page displays,
requesting an answer to one of
the Security Questions that you
chose.

Enter the appropriate response.
4 Click the Submit button.

Answer Security Question

To complete your identification process please answer the following security question.

What is the middle name of your oldest child?[ ]

The Request Your eOPF ID
page displays stating that your
Login ID request has been
submitted for processing.

5 Click the Click here to return
to login page link.

Request Your eOPF 1D

Your OFF 1D reviuest o Seern procesed and an el sl B sertt 1 you with your #OFF Login 1D wathin
Pease make Qe you check your ssam of el foidey F you do nott see the el wathin 60 mimaes, B 13 K TeCETe
o piral, please cootxt the hepdes o =188 43 <1l Stance, Pease use "Mssing eMal® In the
sUbgert and wohate your Agercy, Fuf Mame, el sadien hone Teanbes in the body of the mgosse. For many mad
nvlems, ¥ you Ok fper, & sl start ey vl for o

BeXT 6 mrars

DO NOT INCLUDE YOUR SSI I ANY CORRESPONDONCE WITH T MLPDESK

[ Click here 1o return 1o 0000 Dage, ]

Your eOPF ID will be emailed
to the email address of record
in eOPF.

Please contact the eOPF Help
6 Desk if you do not receive an
email with your eOPF ID.

This esall s o notify you that a requeal for yous «0FF 1D Das been made,

lm:-r 0 AFRLINGS (oxanple) I

2f you did sot [altiate tAf
copf_hdirelesishq.com for &

roguest, plesse contact the helpdesk at S44-275.8510 oc

fxom unautdoriped
th

p Desk (dial BEs-
ures oan be Lalen.

A nisdencator asd fised,

Agency) MSINCY|
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Step Action Screen Shot

Return to the eOPF Logon
page. Type in your eOPF ID
and your password.

Click the Submit button.

7 subary CLEAR
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Part 2: Request a New Password

Step Action Screen Shot

From the eOPF Logon page,
click the Request a New
Password link.

1
On the Request a New
Password page, enter your: Request a New Password
e eOPFID
° Last 5 dIgItS Of your SSN Purpose; Tha fegtire odows YO 1D Teguest your wew Passsort] Messe ertes eformuston m the Sowesg Neds
e First 4 letters of your last
2 name
- . wOPY
Click the Submit button. |nsmnwmum ‘
Fhest A betturs of your Lest mave: 10 yoonar Last narme e bess than 4 charmcter, pleesse aster pour Nl Last name.
M Caneel

The Answer Security Question
page displays, requesting an

answer to one of the Security Answer Security Question
Questions that you chose.

Enter the appropriate response.

. ) To complete your identification process please answer the following security question.
3 Click the Submit button.

What is the name of your favorite childhood WM?E

Cancel
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Step ‘ Action

The Request a New Password
page displays stating that your
request has been submitted for
processing.

4 Click the Click here to return to
login page link.

Screen Shot

Request a New Password

10 you with 2 tepoiry Soken aod strianons t0 seset

i folckes. I you ONS oot (eceter in el ploese Coract Be

D0 NOT INCLUGE YOURR S5 DM ANY CORBESPOMDENCE WITH THE im0

[ Qlick here o retun 10 jogna page, ]

An email is sent to the email
address of record in eOPF with
a URL link, a token, and
instructions. The token is valid
for 15 minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with the URL and token.

The link opens the Reset Your
Password page. Type in your
eOPF ID.

Copy the Token password from
6 the email and paste it into the
Token field.

Click the Submit button.

Reset your password

Please enter your eOPF 1D and Token 1o Reset your password,
Note: The token will expire within 15 minutes of requesting your password.

QOPF ID :
Token :

Submit Cancel

The Please reset your
password page displays.

Enter a password that meets
your agency’s security
guidelines in the New

7 | Password field, then again in
the ReType Password field.

Click the Reset Password
button.

Please reset your password

Note: Password must contain at least one upper-case letter, one lower-case letter, one number and one
spedcial character and must be at least 12 characters in length,

Now Password :
ReType Password @

Reset Password Cancel
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Step Action Screen Shot

The page refreshes, displaying
the eOPF Logon page.

Use your eOPF ID and your new
password to logon to eOPF.

8
eOPF Quick Reference Employee Self-Service ID/Password for Current Users
Page 7 of 9 5/22/2015

RELEASED - Printed documents may be obsolete; validate prior to use.



Electronic Official Personnel Folder

Part 3: Change Security Questions and Add Custom Questions

Step ‘

Action Screen Shot
eOPF lets you change your security " -
guestions at any time. Wesczsne 1o e SOF Sy0em
From the eOPF Welcome page, -~ dvrteesis
click the My Profile button. et sianct
1
From the Who Am I? page, click .
the Change Security Questions WhoARD 2
tab.
Purpose: The WhoAmI? festure provides a
Full Name: FRED BECK
Birth Date: 06/22/1955
Ermall Address: FREDBECKYSAGMAL COM
2 PO ID: 12611
Ory Code: B85
Activity code: VA
Groug(s): eOPF_USERS, $OPF_HR_SPECIALISTS
Folder Side(s) Accessibée PayTol, Performance. Permanent, Recrutment, Retirement, Review, Security, Temporary, Traimning
o Your cOPF:
Tolder Side(s) Accessible n, Data
In Other cOPF5: i Perma
Transferred, test
PO ID(s) Managoed:
Folder Status: ACTIVE
The Change Security Questions N —
page appears. Click the drop-down Ouange Socurty Questions
menu arrow and select the security .
guestion you would like to change.
Type in the answer in the box to the
right of the question. 3
3 Security question answers are not Pt g ey
validated for format or correctness o oC—
(i.e. state, numbers, or dates).
Maximum length for an answer is HDtuh e
35 characters. T
i s 3 5
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Step ‘ Action Screen Shot

You also have the ability to create ‘
custom questions for Personal Crange Security Questiors
Questions; however, custom
guestions cannot be created for
Helpdesk Questions.

L

Click the drop-down menu and

select Write your question. Once
selected, a blank question field is

4 ,

added, allowing you to type your

custom question. Click Add.

Once a custom question is created, N —— —T i
it will always be listed in the drop- Ssisasscs: ‘ ~
down menu. Maximum length for a
guestion is 100 characters. There | =
is no limit to the number of custom
guestions you may create.

To save, click the Update button e
below the questions. PR briow e

5 oot (oo v

e (Aealie v/ vy

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF screen
or contact the eOPF Help Desk:

Email: eopf_hd@telesishg.com
Phone: 1-866-275-8518
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